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Circular 
Security Policy 

All Shipping Lines, Agents & Port Users 

 
DP World’s UAE Region is committed to providing a secure workplace and ensuring that our business 

activities are conducted in a manner that complies with national and international standards and regulations. 

In order to maintain this objective, a Security Policy has been authorised which is included below. We request 

all port users to adhere to the terms of the policy.  

The Security Policy has been established based on future growth and exemplary business standards. It 

benefits our stakeholders and supply chain customers. 

 

We appreciate your cooperation. 

 

Should you require any further clarification, please feel free to call: 

Customer Service Department  

tel. 04 - 8040555  

fax 04 - 8816271 

email - customerservice@dpworld.com 

 




	DPW-UAE Security Policy 2010.pdf
	Purpose 
	DP World, a leader in International port terminal management operations, development logistics and related services is committed to providing a secure workplace at all times to ensure that our business activities are conducted in a manner that complies with international law and national regulations. 
	This policy has been established to ensure the security of our employees, customers and assets that are essential to the successful conduct and continued growth of our business. 
	Objectives 
	The aims of this policy will be achieved at all business units by adhering to the following security policy objectives: 
	1. Identification and evaluation of all security related risk and establishment of controls to manage and reduce any or all quantified risk to an acceptable security level utilizing proactive security threat identification, risk assessment, risk  management  and  clear communications to achieve this. 
	2. Continuous commitment to providing a secure workplace to ensure DP World employees, customers and assets are protected. Key Performance Indicators (KPI) to be set to measure performance and effectiveness of security measures against specific security threats, objectives and goals. 
	3. Compliance with relevant International, National security legislations and standards specifically SOLAS, Chapter XI-2 and Parts A and B of the International Code for the Security of Ships and Port Facilities (ISPS) and ISO 28000:2007. 
	4. Continual improvement of company security performance through adoption of JA Terminals and DPW HO consistency with the DP World security management system standard. Regular internal, external and surveillance audits to evaluate and improve effectiveness of security processes, is the methodology that will be implemented to achieve this objective. 
	5. Promoting security awareness through internal & external education initiatives and communication programs to educate employees at all levels of the company to contribute effectively to the protection of DP World's global business interests. 
	6.  Improving DP World's global security incident management abilities at all levels through the development of appropriate strategies to enhance resilience and business continuity capabilities. 
	Intent 
	Senior Management will visibly uphold the principles of this policy and integrate them throughout the company, while the executive management team will regularly review security management performance and policy as necessary. 
	The management and supervisory staff at each business unit will be responsible for implementing and maintaining the security management systems necessary to comply with this policy and will be held accountable for compliance and performance. Operational, Commercial, Engineering, Human Resources and other functional areas will support the operation of the Security Management System. 
	Each employee has a duty to report any unusual observations, practices or persons that could pose a security risk to DP World and the community where we operate. 
	The Company will review this policy and management system annually, or in the event of a serious security incident that merits an immediate review, requiring remedial action to be taken to maintain its compliance with policy objectives.
	Mohammed Al Muallem
	Senior Vice-President and Managing Director 30.09.2010 
	Security Management Principles 
	There are six Security Management Principles (SMP) on which the DP World Security Management System is built  on. Security Management Principles provide Senior Management and the Security Representative a framework to guide their business unit towards improved security performance and reduced risk. The six Security Principles are: 
	SMP 1: Security Management System 
	This Security Principle assists in understanding business unit roles to establish, document, implement, maintain and continually improve an effective security management system for identifying security risks and controlling and mitigating their consequences. 
	GOAL 
	The Business Unit shall define the scope of its security management system. Where a Business Unit chooses to outsource any process that affects conformity with these requirements; the organization shall ensure that such processes are controlled.  The necessary controls and responsibilities of such outsourced processes and risks shall be identified within the security management system. 
	APPLYING PRINCIPLE 
	The Business Unit should establish and maintain a security management system that on forms to all requirements of these principles, standards and supporting documentation referenced. The levels and complexity of the security management system, detail and extent of documentation and resources devoted to it will be dependent on the scope of the security management system, size and the nature of operations. 
	PRINCIPLE KEY BENEFITS 
	Freedom and flexibility to define boundaries of the security management system and provide evidence for ISO 28000:2007 is a key benefit. This should also assist the Business Unit in meeting security regulations, requirements and Initiatives. A recognized output is an effectively implemented and maintained security management system that assists the Business Unit in continually seeking improvements and reduced risk. 
	SUPPORTING PRINCIPLES 
	 SMP 2 - Security Management Control 
	 SMP 3 - Security Management Operations 
	 SMP 4 - Security System Evaluation 
	 SMP 5 - Security System Review 
	SUPPORTING STANDARDS 
	 SMS 1 - Security Policy 
	 SMS 2 - Risk Evaluation 
	 SMS 5 - Structure, Authority and Responsibility 
	 SMS 6 - Implementation & Operation 
	 SMS 7 - Operational Security Measures 
	 SMS 9 - Security Documentation & Data Control 
	SMP 2: Security Management Control: 
	This Security Principle covers activities comprising development, management, governance  and administering 'Security Operations' of DP World Security Management Systems. 
	GOAL 
	Access to applicable legal, regulatory, statutory and other requirements and determine how these requirements apply to security threats and risks of the Business Unit. Establish, implement and maintain documented security management objectives at relevant functions and levels within the Business Unit. 
	Programs shall be optimized and then prioritized, and provide for the efficient and cost effective implementation of these programs 
	APPLYING PRINCIPLE 
	Business Unit Security Management Systems should be underpinned by plans and procedures that have been implemented for compliance with the ISPS Code and other regulatory compliance standards. 
	Establish and maintain an organizational structure of roles, responsibilities and authorities, consistent with the achievement of its security management policy, objectives, targets and programs 
	PRINCIPLE KEY BENEFITS 
	Awareness of and understand how its activities are, or will be, affected by applicable legal, regulatory, statutory and other requirements, and to communicate this information to those responsible and relevant personnel at the business unit. Throughout the Business Unit (where practical), measurable security objectives are established consistent with the security policy and cost effectiveness
	SUPPORTING PRINCIPLES 
	 SP 1 - Security Management System 
	 SP 3 - Security Management Operations 
	SUPPORTING STANDARDS 
	 SMS 1 - Security Policy 
	 SMS 2 - Risk Evaluation 
	 SMS 3 - Legal, Statutory Security Requirements 
	 SMS 4 - Security Management Objectives 
	 SMS 5 - Structure, Authority & Responsibility 
	 SMS 6 - Implementation and operation 
	 SMS 9 - Security Documentation and Data Control 
	SMP 3: Security Management Operations: 
	This Security Management Principle covers Business Unit requirements to have effective procedures for ensuring Communication, Documentation Control and Competence of personnel to carry out their designated security functions and awareness of security risks. 
	GOAL 
	Systematic identification of security awareness and competencies required at each level and function of the Business Unit and strong emphasis on security awareness across the entire business is very essential element for ensuring a successful security management program. Participation in good security practices and support for security objectives by those involved in security operations through an integrated process of consultation and communication. Establish procedures for controlling the process of identifying security risks including those posed by contractors and other supply chain business partners, or visitors and actively assess potential incident and response needs of a security incident. 
	APPLYING PRINCIPLE 
	The Business Unit shall ensure that personnel responsible for the design, operation and management of security equipment and processes are suitably qualified in terms of education, training and/or experience. 
	Has in place a process by which it consults and communicates pertinent security information to and from its employees and other interested parties (e.g. contractors, visitors, business partners, authorities). 
	Establishes and maintains arrangements to ensure the effective application of control and counter measures, wherever these are required to control operational security risks, fulfill the security policy and objectives achieve security targets and conform to legal and other regulatory requirements. The risk management procedures should be reviewed on a regular basis for their suitability, sustainability and effectiveness, and changes that are identified as necessary should be implemented. Security Response plans; procedures and processes to cope with them must be tested through planned responses, and continually seeks to improve the effectiveness of these responses. 
	SMP 4: Security System Evaluation: 
	This Security Management Principle covers the evaluation of security management plans, procedures, and capabilities through periodic reviews, testing, post- incident reports and lessons learnt through performance evaluations, and exercises. 
	GOAL 
	Effective procedures for the review and evaluating of security management plans and procedures including capabilities to meet security policy objectives and targets are in place. Enable detection, analysis and elimination of potential causes of nonconformities including those resulting from humans, systems, processes, or equipment failures. 
	Note: All security incidents could be an indicator of a security threat or vulnerability. 
	APPLYING PRINCIPLE 
	Identify key performance indicators for measuring security performance across the whole scope of the security management system and the supply chain that it controls or has influence over. 
	Proactive monitoring is used to check conformity of security activities, for example by monitoring the frequency and effectiveness of security inspections and reactive monitoring to investigate, analyze and record security management system failures — including emergencies and security incidents. 
	Records demonstrate whether the security management system is operating optimally and effectively. Security records that document the management system and conformance to the requirements should be prepared, maintained, in a legible manner, and adequately identified. 
	PRINCIPLE KEY BENEFITS 
	Enables control with detailed monitoring of security equipment that is used to monitor and assure security defense (e.g. cameras, fences, gates, alarms, etc.) and providing accuracy of security equipment and its related operational costs to the business unit. Ensures security plans and procedures are maintained up to date and in line with changing requirements and needs. 
	Ensures timely updates and take into account all changes to Head Office Requirements, Regulations, Best Practices and Lessons Learnt. 
	SUPPORTING PRINCIPLES 
	 SP 3 - Security Management Operations 
	 SP 5 - Security System Review 
	SUPPORTING STANDARDS 
	 SMS 1 - Security Policy 
	 SMS 2 - Risk Evaluation 
	 SMS 4 - Security Management Objectives 
	 SMS 6 - Implementation and operation 
	SMP 5: Security System Review: 
	This Security Management Principle covers the Business Unit requirement to conduct regular security management reviews to assess whether the security management system is implementing the relevant security policies and achieving the objectives therein. 
	GOAL 
	Identify improvements that can be made to the system and establish new or updated objectives to ensure continual improvement is achieved. 
	Consider whether the security policy continues to be appropriate and establish new or updated security objectives for continual improvement, appropriate to the forthcoming period, and consider whether changes are needed to any element of the security management system. 
	APPLYING PRINCIPLE 
	A security management review process that includes a meeting carried out by Business Units senior management, on a regular basis (e.g. bi-annually). The review focuses on the overall performance of the security management system and not on specific details, since these should be handled by normal means within the security management system. Partial reviews of the security management system performance are held at intervals that are more frequent. 
	PRINCIPLE KEY BENEFITS 
	Assess the suitability of the current security policy linked to setting or updating relevant security objectives for continual improvement. 
	Adequacy of current security threat identification, risk assessment and risk management processes in line with the current levels of risk and effectiveness of existing control measures and adequacy of resources. 
	Preparedness for emergency situations and security recovery arrangements are in place. Improvements to the security management system and output from investigation of security incidents Record of foreseeable changes to legislation, regulations, technology or security intelligence and information. 
	SUPPORTING PRINCIPLES 
	 SP 1 - Security Management System 
	 SP 2 - Security Management Control 
	SUPPORTING STANDARDS 
	 SMS 1 - Security Policy 
	 SMS 2 - Risk Evaluation 
	 SMS 4 - Security Management Objectives 
	 SMS 6 - Implementation and operation 
	SMP 6: Environment Monitoring:
	Environmental Security Systems: This security management principle covers business unit requirement to meet relevant security policies whilst achieving a balance to meet DP Worlds Global Environmental objectives.
	GOAL
	To identify improvements, responsibilities or harmful effects security operations have n both local and global environments and commitment in reducing them. A balance can be achieved by establishing new or updated objectives to ensure continual improvement is achieved.
	APPLYING PRINCIPLE
	DP World is committed to being an industry leader in minimizing the impact its activities have on the environment through: 
	 Actively promote recycling both internally and amongst its stakeholders and suppliers.
	 Sourcing and promoting systems that minimize environmental impact.
	 Meeting or exceeding all environmental legislation relating to each Business Unit.
	 Using accredited programs to offset greenhouse gas emissions generated by our activities
	    Integrating training programs for staff to raise awareness on environmental issues and enlisting their support.
	PRINCIPLE KEY BENEFITS 
	Some of the key benefits of environmental friendly technologies are:
	 Technology innovation creating new business opportunities and increasing overall Competitiveness of the company.
	 Minimizing waste by evaluating operations and ensuring they are efficient.
	   Minimizing toxic emissions through the selection and use of vehicle fleet and power requirement sources.
	 Long-term economic and environmental benefits through using technologies that use materials more efficiently and cleanly.
	What are some of the methods that business unit security can undertake to promote the terminal environment? 
	 Reviewing security workflow processes at terminal gates and other areas to limit vehicle waiting periods. 
	 Changing existing security lighting to environment friendly lighting with better luminescence, 
	      coverage, reflectivity to lower power usage. 
	 Changing to reusable power i.e. solar packs or reusing materials or equipment (CCTV). 
	 Monitor environmental unfriendly activities using security monitoring patrols, CCTV surveillance etc. 
	SUPPORTING PRINCIPLES 
	 SMP 1 - Security Management System
	 SMP 3 - Security Management Operations
	 SMP 4 - Security System Evaluation
	 SMP 5 - Security System Review
	SUPPORTING STANDARDS 
	 SMS 1 - Security Policy 
	 SMS 6 - Implementation & Operation
	 SMS 7 - Operational Security Measures




